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Abakus plus d.o.o.
History

from 1992, ~20 employees
 

Applications:
DejaVu – virtual databases
ARBITER – the ultimate tool in audit trailing
APPM - Abakus Plus Performance Monitoring Tool
 

Services:
DBA, OS administration , programming (MediaWiki, Oracle)
networks (services, VPN, QoS, security)
open source, monitoring (Nagios, OCS, Wiki)
 

Infrastructure / hardware:
servers, SAN storage, firewalls, backup servers
 

Experience:
from 1995 GNU/Linux (~20 years of experience !)
Oracle on GNU/Linux: since RDBMS 7.1.5 & Forms 3.0 (before Oracle !)
>25 years of experience with High-Availability !



  

Threats

● Unauthorized access
● Hardware or software failures
● Application faults



  

Solutions

● Unauthorized access
● Application change

– Requires skillful programmers.
● Purchase of additional [Oracle] products

– Known standard procedures.



  

Oracle Label Security



  

Oracle Virtual Private Database



  

Oracle Data Redaction



  

Oracle Data Masking



  

Oracle Database Vault

People factor, role separation



  

Transparent Data Encryption



  

Database

Application solution examples

● CREATE VIEW :)
● PKI, application provides column 

encryption

ID Ime Znesek
1 Janez Novak ZGZhc2Rmc2

2 Marija Horvat NTZlZmhlZT

3 Peter Kovač YXNkYXNkJA

Application

decrypt('ZGZhc2Rmc2', key);
encrypt('10.2', key);

Public Key Infrastructure



  

Audit trail

● Higher levels 
provide more 
application data

● Lower levels 
provide more 
generic data

● Audit trail levels:
● Application
● Database
● Operating system
● Network



  

Solutions

● Oracle Audit Vault
● Abakus Arbiter

● Splunk
● ELK (Elastic Search, Logstash, Kibana)



  

Oracle Audit Vault



  

Abakus Arbiter
ArbiterSource

SYS.AUD$

.aud files

archive logs

log miner

arbiter
database

graphical interface



  

Abakus Arbiter

● Arbiter ALP
● Query Analytics

● SELECT Parser
● PLAN Analyzer (Execution plans)
● Remote Query Test



  

Arbiter – Screenshot 1



  

Arbiter – Screenshot 2



  

Hardware or software failures

● Redundancy
● Backup
● Physical standby
● Real Application Clusters
● Abakus(r) Active Backup Server



  

Abakus Amon - Backup Script



  

Oracle Data Guard – physical standby



  

Abakus Amon - physical standby



  

Oracle Real Application Clusters

● Protects only against 
hardware failure

● Does not protect against 
application faults.

● In some cases application 
has to be RAC aware:
● gv$view vs v$view
● dbms_pipe, 

dbms_service, ...



  

● “Stand-By” space
● For current physical standby copy.

● Compressed space
● Archive redo logs storage.

● Deduplicated space
● For daily database backup copies.

● 431,98TB of backup data is stored
on 17,53TB / 20,00TB physical volume.

Abakus Backup Server



  

Abakus Backup Server



  

Abakus Backup Server



  

Central IT Monitoring

Central repository



  

Central IT Monitoring – Solutions

● Microsoft Operations Manager
● Oracle Enterprise Manager
● Nagios
● Abakus AMON



  

AMON Screenshot 1



  

AMON Screenshot 2



  

APPM Screenshot



  

The Big Picture?



  


