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Oracle Native
Network Encryption



Licence Requirements

“Note: Network encryption (native network encryption, 
network data integrity, and SSL/TLS) and strong 
authentication services (Kerberos, PKI, and RADIUS) are 
no longer part of Oracle Advanced Security and are 
available in all licensed editions of all supported 
releases of Oracle Database.”

--
Database Licensing Information User Manual, Release 23 (&19c)

https://docs.oracle.com/en/database/oracle/oracle-database/23/dblic/Licensing-Information.html#GUID-0F9EB85D-4610-4EDF-89C2-4916A0E7AC87


Oracle Native Network Encryption
… it’s the easiest way of enabling encryption

– does not require any certificates
– the only configuration file involved is sqlnet.ora

so, let’s start with this one



Server Side – sqlnet.ora

SQLNET.ENCRYPTION_SERVER = REQUESTED
SQLNET.CRYPTO_CHECKSUM_SERVER = REQUESTED

# allowed values:
# accepted | rejected | requested | required



Server Side sqlnet.ora (strict)

SQLNET.ENCRYPTION_SERVER = REQUIRED

SQLNET.CRYPTO_CHECKSUM_SERVER = REQUIRED

SQLNET.ENCRYPTION_TYPES_SERVER = (AES256)

SQLNET.CRYPTO_CHECKSUM_TYPES_SERVER = (SHA512)

SQLNET.ALLOW_WEAK_CRYPTO_CLIENTS = FALSE



Supported Encryption Algorithms in 19c
● DES (40 – 56 bit)  // deprecated

● 3DES (112 – 168 bit) // deprecated

● RC4 (40 – 256 bit) // deprecated

● AES (128 – 256 bit)



Supported Hash Algorithms in 19c 
● MD5 // deprecated
● SHA-1
● SHA-2 (256 – 512 bits)



Client Configuration - sqlnet.ora
● Same settings can be used on client,

just replace _SERVER with _CLIENT. 

SQLNET.ENCRYPTION_CLIENT = REQUESTED

SQLNET.CRYPTO_CHECKSUM_CLIENT = REQUESTED



Is it working?
SQL> SELECT network_service_banner
  2  FROM v$session_connect_info
  3  WHERE sid=sys_context('userenv','sid');

NETWORK_SERVICE_BANNER
------------------------------------------------------------------------------------
…
AES256 Encryption service adapter for Linux: Version 19.0.1.0.0 – Production
SHA1 Crypto-checksumming service adapter for Linux: Version 19.0.1.0.0 – Production
…



Wireshark!



TLS
Encryption & Authentication



PKI (Certificates)
● public key
● CA signature
● “metadata”

– Issued To:
– Issued By:
– Validity Period:
– Common Name:

● private key
– not a part of certificate
– public key is derived from 

this one

signencrypt



TLS 1.3 – Handshake (concept)

Client Hello
supported cipher suites
client random,
key share (Diffie Helman),

Server Hello
chosen cipher suite, 
server random,
key share (Diffie Helman)

19c <= TLS 1.2

23ai <= TLS 1.3
+ forward secrecy
+ encrypted handshake
+ single round-trip
+ ...

both sides compute shared secret based on key share.
Everything is encrypted from this point forward.



TLS 1.3 – Handshake (concept)
Server Certificate

server certificate,
signed handshake data

Both sides validate peer certificates and their signatures.
Traffic keys are derived from client/server random + shared secret

                                                                                                                                

Client Certificate (optional)
client certificate,
signed handshake data

# Skip to client



What certificates do we need?

Certificate Private Key Common Name

CA ca.crt ca.key ca.example.com

Server db-server.crt db-server.key db-server.example.com

Client db-client.crt db-client.key db-client.example.com

CA

SE

CL



Let’s setup our own CA!
● EasyRSA

https://github.com/openvpn/easy-rsa/

$ tar zxvf EasyRSA-3.2.2.tgz

$ ln -s /opt/EasyRSA-3.2.2 /opt/easy-rsa

$ export PATH="/opt/easy-rsa/:$PATH"

$ export EASYRSA_PKI='/opt/pki'

* the exported $PATH contains one single bash script executable called easyrsa

CA

https://github.com/openvpn/easy-rsa/


Generate CA Certificate

$ easyrsa init-pki     # creates folder /opt/pki
# see vars.example inside

$ easyrsa build-ca # creates CA certificate:
                       # /opt/pki/ca.crt
                       # /opt/pki/private/ca.key

CA



Oracle Wallet Creation

$ orapki wallet create \
-wallet /oracle/network/wallet \
-pwd '<password>' \
-auto_login

# creates: ewallet.p12
#  cwallet.sso (for -auto_login)

SE



Oracle Wallet: Add CA Certificate

$ orapki wallet add \
-wallet /oracle/network/wallet \
-trusted_cert \
-cert /path/to/ca.crt \
-pwd '<password>'

SE



Oracle Wallet: Generate CSR
$ orapki wallet add \

-wallet /oracle/network/wallet \
-dn "CN=db-server.example.com" \
-keysize 2048 \
-pwd "<password>"

$ orapki wallet export \
-wallet /oracle/network/wallet \
-dn "CN=db-server.example.com" \
-request /tmp/db-server.csr \
-pwd "<password>"

CSR includes:
- public key
- metadata (DN)
- signature

but without private 
key!

SE



Sign CSR with CA
CA

$ mv db-server.csr /opt/pki/reqs/db-server.csr.req

$ easyrsa sign-req server db-server.csr

    # produces ./issued/db-server.csr.crt

SE

db-server.csr

CA SE

db-server.csr.crt



Oracle Wallet: import signed certificate

$ orapki wallet add \
-wallet /oracle/network/wallet \
-user_cert \
-cert /path/to/db-server.csr.crt \
-pwd "<password>"

SE



Oracle Wallet: double-check

$ orapki wallet display \
-wallet /oracle/network/wallet

User Certificates:
Subject:        CN=db-server.example.com
Trusted Certificates: 
Subject:        CN=ca.example.com

SE



listener.ora
SE

LISTENER =
    (ADDRESS_LIST =
        (ADDRESS = (PROTOCOL = TCP) (HOST = db-server.example.com) (PORT = 1521))
        (ADDRESS = (PROTOCOL = TCPS) (HOST = db-server.example.com) (PORT = 1522)))

SSL_CLIENT_AUTHENTICATION = FALSE

WALLET_LOCATION=
  (SOURCE=
      (METHOD=file)
      (METHOD_DATA=
         (DIRECTORY=/oracle/network/wallet)))



sqlnet.ora

SSL_CLIENT_AUTHENTICATION = FALSE

WALLET_LOCATION=
  (SOURCE=
      (METHOD=file)
      (METHOD_DATA=
         (DIRECTORY=/oracle/network/wallet)))

(yes, they’re the same two directives as used in listener.ora)

SE



tnsnames.ora
CL

db-server =
  (DESCRIPTION =
    (ADDRESS = (PROTOCOL = TCPS)(HOST = db-server.example.com)(PORT = 1522))
    (CONNECT_DATA = (SERVER = DEDICATED) (SERVICE_NAME = orac)))

db-server =
  (DESCRIPTION =
    (ADDRESS = (PROTOCOL = TCPS)(HOST = db-server.example.com)(PORT = 1522))
    (CONNECT_DATA = (SERVER = DEDICATED) (SERVICE_NAME = orac)))

$ sqlplus x/y@db-server
…
ERROR:
ORA-29024: Certificate validation failure

← Why?
(answer is on the next slide)

mailto:x/y@db-server


Client needs to trust server’s CA
● #tls_handshake
● sqlnet.ora should 

point to a wallet with 
CA certificate

CL



sqlnet.ora
CL

● orapki is not available 
with Oracle Instant 
Client

# sqlnet.ora: 

WALLET_LOCATION=
  (SOURCE=
      (METHOD=file)
      (METHOD_DATA=
        
(DIRECTORY=/path/to/wallet)))



Create Client Wallet with CA

$ orapki wallet create \
-wallet /oracle/client_wallet \
-pwd <password> \
-auto_login

$ orapki wallet add \
-wallet /oracle/client_wallet \
-trusted_cert \
-cert /path/to/ca.crt\
-pwd <password>

CL



Client Test
$ sqlplus scott/tiger@db-server

...

SQL> select 
        sys_context('userenv','network_protocol') as protocol
        from dual;

PROTOCOL

----------------------

tcps

Notice that the password is still being used

CL

mailto:scott/tiger@db-server


TLS
~ Client Authentication ~



Generate client certificate
CA

$ easyrsa build-client-full db-client 
nopass

# Certificate & private key created at:
# - /opt/pki/issued/db-client.crt
# - /opt/pki/private/db-client.key



Import client certificate into wallet
● We could follow the same procedure as for the 

server
● Alternatively, note that we can also import existing 

pkcs12 wallet into Oracle wallet:
– How to Create a New Wallet from an Existing Private 

Key and Certificates using OpenSSL and orapki (Doc ID 
2769138.1)

CL



(cont.)
$ openssl pkcs12 -export \

-in /path/to/db-client.crt \
-inkey /path/to/db-client.key \
-name 'db-client' \
-out /tmp/keystore.p12

$ orapki wallet import_pkcs12 \
-wallet /oracle/client_wallet \
-pkcs12file /tmp/keystore.p12 

CL



Enable Client Authentication
● SSL_CLIENT_AUTHENTICATION = TRUE

– sqlnet.ora & listener.ora

● SQL> alter user SCOTT 
identified externally as 'CN=db-client';

SE



Final Test
$ sqlplus /@db-server

SQL> select user from dual;

USER

----------------------

SCOTT

CL



~ additional options ~



sqlnet.ora – Additional Options
● SSL_VERSION = 1.2

– force/accept specific SSL version
● SQLNET.IGNORE_ANO_ENCRYPTION_FOR_TCPS = 

TRUE
– to avoid ORA-12696 Double Encryption Turned On



Debugging Client (sqlnet.ora)

TRACE_LEVEL_CLIENT = 16

TRACE_DIRECTORY_CLIENT = /oracle/sqlnet_log

TRACE_TIMESTAMP_CLIENT = ON

TRACE_UNIQUE_CLIENT = ON

DIAG_ADR_ENABLED = OFF



Debugging Server (sqlnet.ora)

TRACE_LEVEL_SERVER = 16

TRACE_DIRECTORY_SERVER = /oracle/network/log/

TRACE_TIMESTAMP_SERVER = ON

TRACE_UNIQUE_SERVER = ON

DIAG_ADR_ENABLED = OFF



tnsnames.ora

Client doesn’t really need sqlnet.ora to specify wallet 
location:
db-server = 
 (DESCRIPTION=
   (ADDRESS = (PROTOCOL = TCPS)(HOST = db-server.example.com)(PORT=1522))
   (CONNECT_DATA = (SERVR = DEDICATED) (SERVICE_NAME = orac))
   (SECURITY=(MY_WALLET_DIRECTORY=/oracle/client_wallet)))



Smart Card?

WALLET_LOCATION = (SOURCE=(METHOD=MCS))



Kerberos Setup
( just a quick conceptual*  overview )

#skip



Generate keytab

● Generate acme.keytab file.
– generated by AD administrator using ktpass command
– contains the secret key for a Kerberos service principal 

(something like orakrb/hostname@REALM )
● It allows the Oracle Database to authenticate (decrypt) 

Kerberos tickets presented by clients, by matching the 
encrypted ticket against the key stored in the file.

SE



krb5.conf [libdefaults]
default_realm = ACME

[realms]
ACME = {
    kdc = ad.acme.com
    admin_server = ad.acme.com
}

[domain_realm]
.acme = ACME
ACME = ACME

SE



sqlnet.ora (server)

SQLNET.KERBEROS5_CC_NAME=MSLSA:

SQLNET.KERBEROS5_CONF=C:\path\to\krb5.conf

SQLNET.KERBEROS5_KEYTAB=C:\path\to\acme.keytab

SQLNET.KERBEROS5_CONF_MIT=TRUE

SQLNET.AUTHENTICATION_KERBEROS5_SERVICE=orakrb

SQLNET.AUTHENTICATION_SERVICES=(NTS, KERBEROS5)

SE



sqlnet.ora (client)
● Similar to the one on server, but:

– Without SQLNET.KERBEROS5_KEYTAB directive
– And with added:

SQLNET.AUTHENTICATION_SERVICES = (KERBEROS5)

CL



Create an user & connect

SQL> create user aba_test 
identified externally as 'scott@ACME.COM';

> okinit
> oklist
> sqlplus /@hostname:1521/service_name

SE

CL



Related Ideas



Schema Only Accounts

SQL> create user acme_owner no authentication;

User created.

acme_owner acme_web_api acme_mobile_api



Proxy Users

$ sqlplus scott_developer[acme_owner]/tiger@db-server 

SQL> select user from dual;

USER
---------------
ACME_OWNER

SQL> create user scott_developer identified by tiger;

SQL> alter user acme_owner
     grant connect through scott_developer;

SQL> grant create session to acme_owner;



The Possibilities

Developers
maybe proxy users?

Users
maybe external auth?

Apps
maybe cert-based auth?
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